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. Cac nguy co’ pho bién: Itra dao trwc tuyén, gia
mao, tan céng

. Cach xay dwng mat khau manh, quan ly tai khoan,
xac thuc 2 1&p

. Ky nang nhan dién tin gia, cung cap div liéu



Phan 1

CAC NGUY CO PHO BIEN:
LUA DAO TRUC TUYEN,
GIA MAO, TAN CONG



Tinh hinh ATTT tai Viét Nam va trén thé gi&i.

* Viét Nam - mét trong nhirng qudc gia bj tan
céng mang nhiéu nhat:

- Viét Nam nam trong nhém 3 quoc gia bij tan
cong mang nhiéu nhat tai khu viec chau A -

Thai Binh Dwong.

- 6 thang dau nam 2023, phat hién gan 17
tri@u canh bao dau hiéu hoat ddng tan cong
mang (tang 240% so v&i nam 2022).




Tinh hinh ATTT tai Viét Nam va trén thé gi&i.

- Trong 3 nam qua, B6 Co6ng an phat hién
hang trdm cé nhan, t6 chirc lién quan ban dir
liéu ca nhan:

+ Thu thap, mua ban trai phép phat hién
dwoc 1én t&i gan 1.300 GB, trong d6 cé nhiéu
di¥ liéu ca nhan ndi bo, nhay cam.

- Bao cao cua BKAV 12/2023: Thiét hai do
virus may tinh gay ra doi véi ngudi dung Viét
Nam & muc 17,3 nghin ty VND (twong
dwong 716 trieu USD) =>




Tinh hinh ATTT tai Viét Nam va trén thé gi&i.

« Tinh hinh an ninh mang trong nwé&c van ndi cdm nhiéu van dé noéng khi tan céng
bang virus ma hoa di liéu tiép tuc gia tdng, nham vao cac may chu trong yéu:;
« May tinh khéng co két ndi Internet ciing c6 thé bj tan céng gian diép APT
(Advanced Persistent Threats);
« Lwa dao tai chinh trwc tuyén khéng cé dau hiéu ha nhiét b&di nguén con la tai
khoan ngan hang rac...
Bkav

TOP 20 DONG VIRUS PHO BIEN TAI VIET NAM CAC CON DUCNG LAY LAN VIRUS
. : PHO BIEN TAI VIET NAM

KHAC 6.4%
LO HONG

19.2

CRACK
8.1%

0,062,715 T45k+ 286k+ 19K+

S6 may bi nhiém virus S6 may bi tan cdng SO Server

S6 may bi nhiém virus danh cap tai khoan APT bi tin céng




Tinh hinh ATTT tai Viét Nam va trén thé gi&i.

- Tai khoan ngan hang rac 1a ngudn con
cua Itra dao tai chinh qua mang;

- Ty 1& ngwoi dung nhan dwoc tin nhan, cudc
goi Itra dao tiép tuc gia tang. Néu nam 2022,
con sb nay 1a 69,6% thi trong nam 2023 13
73%.

- Cac kénh trén Facebook, Telegram,
Twitter... viéc mua ban tai khoan ngan hang
rac dién ra nhon nhip.




, MUA BAN TAI KHOAN NGAN...
- <  mua tai khodn ngan hang
} ¥ DICH VU BANKING ¥ ) Titcd Baiviét Meingudi  Reels Nhom
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DICH VU BANKING

Mua bén tai khodn ngdn hang, Tele: “, df:: €.

BBk el 90 56 1 ek S A AT thed s ol e
full han mdc giao dich (Lam theo bai widyngdy Mua ban tai khoan
thdng tin ceed yéu céu cla ae) Chuvia biciing coloe so s tin bk ngan hang, the ATM t...
.z B Ex AL Nham Cong khal - 115K thanh vidn
Tal khoan doanh nghiép theo tén Tham gia
cdng ty, check déy a0 mé sb thué, Gigi thiéu
:::Tp th:rj gjw ;l:t :fﬁ ‘:zt 2*?:;: \ MUA BAN TAI KHOAN NGAN Chuyén banking online 30 thea tén, banking
: g % Yy ; - 9 HANG’(CHECK PHOT) Quary, thé ATM uv tin online trén toan quic 1ok ;
tin cccd yéu cau cua ae) CBaa khai - 45K thanh vidn - 6 bai vidt
gy Thanh vién
Cép lai Mit khiu, Otp , Dinh i Y gt et i o -~ o
danh ngdn hang, nang han mic ¥ 288
Tham gia Juniy ie Quan tri vien, Ngoc Anh va 2 thanh
M3 khod banking, Reset OTP, : GG I Ly
RGt tién bj ket, yéu cdu gidi trinh..vv @™ 5 MUA BAN TAI KHOAN BANKING
8¢ - THEATMNGAN HANG UY Ti.., ~ Hoatddng trong nhém
Tool lam bank do Vpbank, shb, 7% Ridng tu < 20K thanh vidn - 2 bai vide — R T L :
acb, msb, esimbank, vietinbank, Ny \e 113 b_"' v.-cl mdc hom m/
vcb 17\ -.“v‘_- -“"'7"7 . "'. (\ a ‘ ik - '
o L sraabhinserdytddhaniss b & Téng 8 115K thanh vién
Check thong tin ngan hang, Tham gia + 400 trona tudn 1

check sdt, check CIC, vy
/& Tao khodng 3 nadm trudc




Van dé 16 lot div liéu ca nhan

LO LOT TNCN, DLCN NGHIEM TRONG VI f]‘ NAM v

779 triéu ngudi si dung Internet
2/ 3 dan so bi thu thap, chia sé trén mang

Thang 11/2018 Dir liéu khdch hang ciia Cong ty FPT bi ding tai cong khai trén mang.

Nim 2019 vi 2020 TTCN bi mua ban trdi phép trén thi trudng chd den Lén téi gan 1.300 GB dir liéu, chifa hang
m v ty thong tin vé céc ¢ nhan cGa nhiéu té chiic, doanh nghiép trén ca nudc

]'ha'ng 1/2022 Rao ban TTCN ctGa hon 30 triéu hoc sinh, sinh vién, gido vién... (khodng 1/3 dan sd)

Thine 6/2023 Céng ty Thé gidi di dong va Dién mdy xanh dé 16 hon 5 triéu email va hang chuc nghin
ang théng tin thé thanh todn nhu Visa, thé tin dung clia khich hang

Thang 4/2024 Céng ty VNG dé 1§ hon 163 triéu tai khoan khdch hang.




Van dé 16 lot div liéu ca nhan

« Cac dong ma doc Stealer dugc phat tan rong tai Viéet Nam
cd thé ké dén nhu: Meta Stealer, Redline, Lumma,
VietCredCare.

A MOINHAT XEMNHIEU VIDEO THOISU THE

Sé |U’Q’ﬂg hé théng bl |6 |Ot Kinh doanh Taichinh Doanhnghiégp Mua sam
250000 16/12/2024 10:11 GMT+7
RO Nguoi Viét mat 18.900
150000 > ava ~ o g™ >
ti dong vi bi lira dao
100000 .
trong nam 2024
50000
| - @ s

Q12024
P Nghedocbai 3:16 1x || @& NG miénBac w

B REDLINE ®mMETA LUMMA

Lira dao truc tuyén tiép tuc hoanh hanh
Theo VNPT CTIP report trong nam 2024, ctr 220 ngudi dung dién

thoai thong minh tai Viét Nam thi cé6 1

naudi trd thanh nan nhan cua lira dao. Hin

m"'a dao phd bi#~ ~hat la mai goi d‘él.é



Van dé 16 lot div liéu ca nhan

S6 lugng ban ghi thong tin dit liéu dang nhap bi
danh cap tang gap 2 so vdéi cung ky nam 2023:

60000000

50000000

40000000

30000000

20000000

10000000

37801430

2023

B 6 thang dau n3m

47719501

2024

s

® Chinh Pha Tai chinh
mYté m San xudt va tiéu dung
m Cac nganh khac m Gido duc
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https://informationisbeautiful.net/visualizations/worlds-
biggest-data-breaches-hacks/
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Céac vu ro ri div liéu Ié&n trén thé gidi



https://haveibeenpwned.com/

Théng tin ca nhan cua ban c6 bi rd ri khédng?

Home Notifyme Domainsearch Who's been pwned Passwords APl  About Donate BIP

[';--have i been pwned?]

Check if your email address is in a data breach

qtruong@gmail.com‘

Oh no — pwned!

Pwned in 17 data breaches and found no pastes (subscribe to search sensitive breaches)




Cac bai hoc lira dao pho bién trong thai gian gan day

Video: https://drive.google.com/drive/folders/12pXYrdCsACpFlh-wHIgzR3aH2YWsVWagX?usp=sharing
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Anh hudng cua rui ro mang dén doanh nghiép

" Thiét hai kinh t&, )
gidn doan hoat dong

M& doc WannaCry,
2017 _

us have been encrypted!  [EEENEE]
I . [What Hay My Computer? B
( Your impertar e
PP ety Bt youbees
s doited

/Lo thong tin cd nhan Y\
cua khdach hang va
nhan vién

Cong ty VNG, 2024

] L v
RAMS SRS e seRcH wose

A g e techeciogy companyx 64 0 Userts

ChatGPT, 2023

The A Register’

Samsung reportedly leaked its own secrets
through ChatGPT

Well that didn't take long, now did it?

A \awn Ootersen, ThaG AP 2023 0527 UTC

Less than three weeks after Samsung ited a ban on employees using ChatGPT, the
chaebol has reportedly leaked its own secrets al least three times — including sensitive
in-development semiconductor information.

The ban was originally intended 10 protect company data, but was lifted on March 11 to
enhance productivity and keep staff engaged with the world's latest cool tech tools.

J

[Té’n hai danh tiéng cOa\
doanh nghiép

Yahoo, 2013-2014

FAST FACTS




Khai niém Itra dao (phishing) trén moéi trir&ng mang

Phishing la gi?

- Phishing la mét hinh thirc Itra ddo trwe tuyén, trong do ké xau gia
mao danh mét thwc thé dang tin cay dé Itra ngwdi dung cung cap
thdng tin nhay cdm, chang han nhw tén dang nhap, mat khau
hoac théng tin thé tin dung.

- Ké tan cdng st dung cac phuwong tién nhw email, tin nhan van
ban, tin nhan truc tiép, trang web gia mao va mang xa héi de tiep
can nan nhan va danh ltra ho.




Khai niém Itra dao (phishing) trén moéi trir&ng mang

Phishing la gi?

- Phishing la m6t trong nhirng
hinh thirc tan cong phd bién
nhat trén mang va da gay ra
nhiéu thiét hai cho cac to X

chrc va ca nhan.
» Pe;asg:al

- D& tranh bj Ilra ddo, nguoi

o — e e e e - {8 -

dung can phai hét strc can SRR | RS

trong khi cung cap théng tin
nhay cam trén mang va luén

ludn kiém tra xem cac théng N\~ S
tin yéu cau co dang tin cay / N\

hay khéng trwdc khi cung cap
chung.




Cac loai hinh cua phishing

Hacker

&4,

Hacker uses
victim's credentials
to access private
information

Original Website

Mot so loai hinh pho bién cua phishing:

-

FaN

L

Attacker sends phishing

mail to target

3.
Hacker collects
important credentials

Phishing Website

o)

Target

2

Victim clicks on
Phishing link and
visits fake website

- Phishing qua email.

- Phishing qua SMS

- Phising qua cudc goi/Video call
- Phishing théng qua nhan ban

- Phishing qua céng cu tim kiém
- Phishing str dung ma déc

- M3 hoa doi tién chudc

(Ransomware)



Cac loai hinh cua phishing

Muc tiéu cua phishing:

- Muc tiéu cua phishing la Itra dao,
Chiém doat théng tin nhay cam hoac
tien cua nguwdi dung.

Tai sao phishing dang gia tang?

- Phishing dang gia tang b&i vi nd 1a
mét trong nhirng k¥ thuat tan céng
don gian va hiéu qua nhat dé tan
cdng nguwdi dung va danh cap thong
tin nhay cam.

-

e

L
Attacker sends phishing
mail to target

Hacker

4,
Hacker uses 3,
victim's credentials
to access private
information

Hacker collects
important credentials

-

a

Target

Victim clicks on
Phishing link and
visits fake website



Cac loai hinh cua phishing

Not Secure — agribank.space ¢ Agribank téng 300.0004 danh cho A B n on.V A & honapply.vn
khach hang dang st dung (‘'ng dung
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Gia trang web cla ngén hang va théng tin y té



Cac loai hinh cua phishing

NCSCX

National Cyber Security Center

CANH GIAC THU POAN LUA PAO CHIEM DOAT TAI SAN
TUYEN CONG TAC VIEN SAN THUGNG MAI PIEN TU

Laz ﬁwz:: 'g:;“v::f:'bm tin clia - Ngudi mudn lam céng tac vién
- Lgi dung sy uy tin cua cac san TMBT - Ngudi khOng c6 vigc Bm
néi tiéng nhu Lazada, Shopee, Tiki, - Ngudi mudn kiém thém thu
,, Sendo, Vietlotts... Cac ddi tugng lifa dao nhap tai nha va kinh doanh online
B Vg ol cho nen nhiin céc trang web - Hoc sinh, sinh vién muén kiém
TIKI gla mao c6 giao dién gén gidng voi I h
trang web chinh théng. viéc lam thém

- Khi g3p trudng hop Iia ddo, gl canh béo

vé @ia chi canhbacncse.govvn - GUi link cai app

- Kiém tra théng tin chinh théng (email, - Hda hen lam it, thu nhap cao
website, <6 dién thoal, dia chi,-) cla cic td

chic, doanh nghiép trén website: (Vi du: Bugc hoan tién goc va hoa
tinnhiemmang.vn héng ngay ti nhiém vu dau tién,..)

= Niing cao nhan thdc vé an toan thong tin
@& nhin biét cic diiu hidu I Sio qua
khonggianmang.vn / dauhieuluadao.com

- HuUdng din thanh toan don dé
chiém doat tién %, hoa héng,..




Cac loai hinh cua phishing

Mao danh nhén vién cia Yéu cau CTV dat don
cac trang nhu: Shopee, hang do va phai

Lazada, Tiki... l0i kéo thanh toan tién don
ngudi dung tham gia hang trudc sau do
Cong tacvien (CTV) ban mdi duocnhan tién

hang online vdi hoa gocva hoa hong don

hong hap dan 10-20%...

Phuong thire Itra dao cua hacker

CHIEM DOAT
TOAN B0 S0
TIEN CTV DA
THANH TOAN
DON HANG




Cac loai hinh cua phishing

Hinh thuc tan cong Phishing nang cao

- Tan cdng phishing théng qua viéc sir dung ma déc duoc cai cam,

lay nhiém vao may tinh, dién thoai smartphone cta nan nhan.

Attacker - ' : Trojan code execution -
Victim's System




Cach phong chong tan coéng lira dao

Quiz phat hién tan cdng Itra https://phishingquiz.withgoogle.com/

Google Phishing Quiz Developed by JIGSAW English (United States)

> >\@</__

Can you spot when you're being phished?

Phishing attacks attempt to trick unsuspecting users into revealing personal or financial
information, often by mimicking content from well-known, trusted companies.

Al is already making phishing attacks more sophisticated, personalized, and common.

Think you can tell what's real or fake?



Phan 2

CACH XAY DUNG MAT KHAU
MANH, QUAN LY TAI KHOAN,
XAC THUC 2 LGP



Tai sao phai bao mat tai khoan ca nhan?

Tai khoan ca nhan la gi?

e Tai khodn ca nhan la tai khoan dwoc cap
phép dé nguwdi str dung truy cap vao cac
dich vu va tinh nang trwc tuyén trén cac
trang mang xa hoQi, cac website thwong
mai dién t& hay cac website cung céap

dich vu dén nguwoi dung. N6 bao gdm céac
théng tin nhw tén, dia chi email, mat khau
va mét sb théng tin khac.

€ Tai khodn ci nhin

Ca Qo Poeled Arslate

Théng tin tai khoan
O v tin

Harh Nowpln
Emal

hanhnguayen il gmed com

8 Oin e

Mg
(GMT<O7:00) Hano
Ny mgd

T¥ng Viit



Tai sao phai bao mat tai khoan ca nhan?

Pac diém cua tai khoan ca nhan

« Tén dang nhap (Username): Day la thdng
tin duy nhat dung dé xac dinh va dang nhap
vao tai khoan cua ngwoi dung.

- Password: La thdng tin bdo mat can dwoc

dung bao vé va duy tri bi mat dé ngan chan

nguwoi khac truy cap trai phép.

€~ Taikhodn ci nhin

Ca S Poetl sd At ete

Théng tin tai khoan
o v tin

Harh Noapln
Emal

han hnguyen i gmsd, com

S8 60 oo

i ged

[GMT=07:00) Hana

N Py

Twrng Vit



Tai sao phai bao mat tai khoan ca nhan?

Phwong thirc, tha doan danh cap div
liéu ca nhan

* S dung ma doc

« Tan cong vao hé thdng Iwu trir dir liéu
ca nhan

« Loidung sw chu quan, lo la va danh vao
tam ly “ham 1&i” cua nguwdi dan

« (Cac doanh nghiép, cbng ty kinh doanh
dich vu co6 thu thap di liéu ca nhan cua
khach hang

- Tan cdng théng qua vat trung gian

« Tan cdng qua cac thiét bj théng minh




Mot s6 co ché bao mat tai khoan va thiét bi?

Xem xét ky trwdc khi cai dat ’ng dung
|én thiét b

S dung mat khau manh va xac thuc hai
yéu tb

Han ché quyén truy cap di liéu

S dung ma hoa va két ndi an toan

Cap nhat phan mém va chdng malware
Lwu di¥ liéu dinh ky

Kiém tra va theo déi hoat déng truc
tuyén

Can trong trong viéc chia sé théng tin ca
nhan

Chu y dén email va tin nhan gid mao
Giao duc va nang cao nhan thurc




Pbat mat khau manh

P Tro choi dat mat khau manh: https://neal.fun/password-game/

Please choose a password

passworVIIV992*mayshellrpmf5w | 29

X Rule 11

Your password must include today's Wordle answer.

v Rule 10

Your password must include this CAPTCHA:

eSO




Mot s6 co ché bao mat tai khoan va thiét bi?

Xem xet ky trwoe khi cai dat tng
dung Ién thiét bi




Mot so6 co ché bao mat tai khoan va thiét bi?

Str dung mat khau manh va xac thwec

hai yéu to

« Pat mat khau manh cho tai khoan

St dung mét sy két hop cla chiv cai, sb

va ky tw dac biét.

. Kich hoat xac thwc hai yéu té6 dé bao vé

tai khoan.

« Thém dau van tay dé truy cap vao tai

khoan.

AUTHENTICATION

HEEE



Bao vé tai khoan trén Google

» Dé quan ly tai khodn va tang tinh bao mat cho tai khoan, Hay truy cép dia chi
https://myaccount.google.com

Google Tai khodn

a o z@

@ Trang chil g anronsun@gmail.com X
Théng tin ca nhan e /
C® Ditligu va quyén riéng tu

2, Mgi ngudi va chia s&

©

Chao P I I,

o e R e P e [ (' Quén Iy Tai khoan Google cliaban | I
Quan ly thdng tin, quyén riéng tu va ché db bao mat dé Google hoat déng hiéu qua cho ban. Tim hiéu thém @ l ¥ e i

B3 Thanh todn va géi thué bao

An bat tai khoan ~
Q, Tim trong Tai khoan Google

(@ cicithigu
. . . i : o p— Ti khodn thuang hidu
| Matkhducuatsi |  Thiétbi | Trinhquanlymatkhdu | Hoatdong coa toi Email
4+ Thém tai khoan khac
— g [= ©ang xudt khoi tat ca cac tai khoadn

Google One Quyeén riéng tu va ca

La thanh vién Google One, ban s& nhan dugc bd nhd mé nhan hda o o o

réing, dich vy h trg ti céc chuyén gia va nhidu didu Yer di iy trong Téi khodn Google W R S i

khac cla ban v.'a chon hoat dang s& dugc T

luu @& ¢4 nhén héa tréi nghiém cda
BG nhd tai khoan ban trén Google
f\' - 2]

D3 ding 104,3 GB trong s6 2 T8

» Chon Bao mat dé thiét lap cac ché dd bao vé tai khoan nhu quan ly mat
khau, xdc minh 2 l&p (2FA), kiEm tra hoat dong cla tai khoan, thiét lap email
khoi phuc, cau hoi bao mat va ma du phong ...



Mot s6 co ché bao mat tai khoan va thiét bi?

Han ché quyén truy cap dir liéu

Kiém tra va diéu chinh quyén truy cap

di¥ liéu cha cac trng dung trén thiét b.

Chi cap quyén truy cap nhirng théng tin
can thiét va han ché quyén truy cap.
Piéu nay lam gidm kha nang théng tin

ca nhan cua ban bi 10.




Mot s6 co ché bao mat tai khoan va thiét bi?

Str dung ma héa va két noi an toan

St dung cac trang web cdé giao thic
HTTPS
tranh két ndi vao cac mang Wi-Fi céng

cOng khong an toan

St dung cac cdng cu ma hoa dir liéu dé

bao vé théng tin




Mot s6 co ché bao mat tai khoan va thiét bi?

Cap nhat phan mém va chong
malware

« Cap nhat thworng xuyén cac ban va I0i
va cai thién bao mét
Ludén cap nhat cac ing dung va hé diéu
hanh trén thiét bi

S&r dung phan mém chdng malware dé

ngan chan cac phan mém déc hai va tan

cong tw hacker.




Mot so6 co ché bao mat tai khoan va thiét bi?

Lwu dir liéu dinh ky

Pé dadm bado an toan cho di liéu ca
nhan trén mang ngudi dung can thuc
hién sao Iwu di¥ lieéu dinh ky.

Phong tranh mat di liéu

Pam bao tinh toan ven cua di liéu

Pam bao hiéu suat hé thong




Mot s6 co ché bao mat tai khoan va thiét bi?

Kiém tra va theo doi hoat dong tryc
tuyen

« Kiém tra va theo ddéi hoat déng truc
tuyén

sir dung cac cbng cu va trng dung quan

ly mat khau dé tao va quan ly mat khau

an toan
Kiém tra cac hoat dong dang nhap va

xem xét cac hoat ddng bat thwdng




Mot so6 co ché bao mat tai khoan va thiét bi?

Can trong trong viéc chia sé théng
tin ca nhan

- Céan trong khi chia sé théng tin ca nhan
trén mang

« Khong nén cong khai cac thong tin, nhuw:
Ngay thang, nam sinh, CCCD, sb dién
thoai, s tai khoan ngan hang... I1&n cac
trang mang xa hoi.

- Dac biét CCCD chira nhiéu dir liéu ca

nhan quan trong.




Mot s6 co ché bao mat tai khoan va thiét bi?

Chu y dén email va tin nhan gia mao




Cach phong chong tan coéng Itra dao

Céac bién phap phoéng chong chung:

- Diéu chinh cai dat email. - Cap nhat phan mém.

- Tap trung vao tr khdéa cua email. - Dao tao nhan vién.

- Khéng cung cap théng tin ca nhan. - Xac thye théng tin cua ngudi guri.

- Tao mat khau manh. - Kiém tra tai khoan thwéng xuyén.

- St dung phan mém bdo mat. - Gidm thiéu théng tin ca nhan trén mang.

- Tém lai, dé phong chdng tan céng phishing, ban can can than va chi y dén cac
théng tin, email va tin nhan ma ban nhan dwoc trén mang, cling nhuw sir dung cac
giai phap bao mat de bao vé dir liéu va thdng tin ca nhan cda minh.



Phan 3

KY NANG NHAN BIET TIN GIA
VA CUNG CAP THONG TIN



NOi dung

Nguyén tac ngan ngtra ro ri théng tin ca nhan

Swr dung mang xa hdi an toan




Nguyén tac ngan ngtra ro ri théng tin ca nhan

Xét ky trwde khi cai bat ky (’ng dung nao




Nguyén tac ngan ngtra ro ri théng tin ca nhan

Xét ky trwde khi cai bat ky (’ng dung nao

Tim hiéu vé chinh sach quyén riéng tw ctia &rng
dung




Nguyén tac ngan ngtra ro ri théng tin ca nhan

Xét ky trwde khi cai bat ky (’ng dung nao

Tim hiéu vé chinh sach quyén riéng tw cla trng
dung

Khéng nén chia sé dir liéu qua mirc




Nguyén tac ngan ngtra ro ri théng tin ca nhan

Xét ky trwde khi cai bat ky (’ng dung nao

Tim hiéu vé chinh sach quyén riéng tw cta trng
dung

Khéng nén chia sé dir liéu qua mirc

Dung giai phap bao mat bao vé dir liéu ca nhan




Swr dung mang xa hdi an toan

1. Bao mat tai khoan:
- Str dung mat khau manh.
- Kich hoat xac thwc hai yéu to (2FA).

2. Quan ly théng tin ca nhan:

- Han ché chia sé théng tin ca nhan.
- Kiém tra cai dat quyén riéng tw.

3. Canh giac vai cac lién két va trng
dung:

- Tranh nhéap vao céc lién két khdng
rd ngudn goc.

- Kiém tra cai dat quyén riéng tw.

4. Hanh vi trén mang:
- Khéng két ban voi nguwoi la.
- Hanh xt& lich sy va tén trong:




Swr dung mang xa hdi an toan

5. Bao cao va chan:

- Bao cao hanh vi xau.

- Chan nguw¢i dung gay phién
toai.

6. Cap nhat thuwong xuyen:
- Cap nhat phan mém va &ng
dung.

7. Than trong v&i thdong tin gia
mao:

- Kiém tra nguon tin.

- Khéng lan truyén tin don



Deepfake ngay cang giong thuc va tu nhién

THIS IS NOT MOREAN FREEMAN.




wideojwithljustilifrontal

Be'careful!

mial.vn
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Video deepfake



Lira dao Deepfake la gi?

- Deepfake la cdng nghé md phéng
hinh anh khuén mat con ngudi,
dwoc dat tén

theo cum tr dwoc két hop gitra
“deep learning” (may hoc) va “fake”
(gia).

- Puoc dung dé nham phuc vu muc
dich t6t, nhwng mot s6 thanh phan
lai st¥ dung cho muc dich Itra dao,
gia mao, bdi nho hay tham chi la
lam ra tin gia kiéu video.




Sw nguy hiém cua Deepfake

- Clip Deepfake Itra dao sé gay ra
nhirng hé luy, bat tién cho nguoi
ding moi khi nhan dwoc cac cudc
goi kiéu nhw thé nay sé phai xac
minh lai.

- Nguy hiém hon, trwdc cac vu Iiva
dao Deepfake, viéc nguwdi dung
chirng minh v&i ngan hang minh bj
Itra 1a rat phirc tap, mat thoi gian va
phai co sy tham gia clia nhiéu bén
nhw nha mang hoac cong an.




Sw nguy hiém cua Deepfake

P6i twong bi nham dén:

- Nhirng ngwoi trung nién vi ho
thiéu kién thirc vé an toan thong
tin.

- Ngwdi 1au nay rat kho bj lrva,
ngwoi can than nhung gio clng
co thé sé la doi tweng bi lwa.




Cach phat hién va phéng chong
Deepfake

- Mét s6 dau hiéu ky la:

+ Khudn mat thiéu tinh cam xuc
va kha "tro™ khi noi, tw thé ltng
tung, khong tw
nhién...

+ Am thanh khéng déng nhat voi
hinh &nh, co nhiéu tiéng én bi lac
vao clip hoac clip khéng c6 am
thanh.

+ Tai khoan chuyén tién khoéng
phai cua nguw¢i dang thwc hién
cudc goi.




Cach phat hién va phéng chong
Deepfake

- Phong chéng:

+ khong tin twdng cac théng tin yéu
cau (cai phan mém, dang nhap vao
website, cung cap théng tin, chuyén
tién...) trén mang ma can phai xac
minh lal.

+ Khdng nén truy cap vao cac dia chi
website la, khéng cai dat cac phan
mém la khéng ré ngudn gbc, nhivng
phan mém doi hdi yéu cau cap quyén
truy cap cao vao thong tin nguoi
dung, truy cap thé nh¢, danh ba, vi tri,
chup anh,...




THANK YOU



